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Acceptable Use of GTS Resources Policy 
 

Policy Number:  

Policy Effective Date: 10/12/2018 

Purpose  
The purpose of the Acceptable Use of Technology Policy is to empower technology users, to create 

personal accountability, to instill a sense of ownership, and to foster an entrepreneurial spirit when it 

comes to technology resources at Automated Packaging Systems (APS). This policy aims to answer the 

following questions:  

1) What is considered acceptable use of APS Global Technology Solutions (GTS) resources?  

2) What is considered unacceptable use of APS GTS resources?  

3) Why? 

We trust users, and that trust includes believing that staff will not abuse the resources provided to you 

by APS. With regard to all things technology at APS, let the APS values of respect, integrity, and ethics be 

your guiding principles. 

Keep in mind, this policy is designed to:  

1) Comply with all levels of the law.  

2) Protect APS and all APS resources (including people) from things like data breaches, hacking, 

complete system failures/outages, loss of data, and other operational maelstroms.  

If you have questions about this policy, please contact GTS, or talk with your supervisor or HR.  

Scope 

This policy applies to all employees, visitors, contractors, temporary workers, volunteers, consultants, or 

other individuals or entities doing business with APS in any capacity or who have access to APS 

information and/or resources.   

Policy  
The most basic understanding you should take away from this policy is that GTS resources should be 

used for the betterment of oneself and APS as a whole. Be aware of the following guidelines for 

acceptable and unacceptable use of technology, but understand this list is not exhaustive:  

1) All technology resources belong to APS. This includes, but is not limited to, the internet and 

intranet, hardware, software, operating systems, cloud-computing and other data systems, 

individual emails (including all information contained within and attached to emails), email 

accounts, website browsing history, proprietary information stored on electronic devices, etc.   

2) Limited, discretionary personal use of GTS resources is acceptable.  
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3) Do not try to circumvent security systems put in place by GTS.  

4) Do not use technology resources to break any laws (including international laws) and do not 

share trade secrets. 

5) Do not try to evade copyright laws or to violate licensing agreements (your supervisor or GTS 

can look into getting you a license for the programs you need; do not use unlicensed or illegally 

obtained versions of programs, software, music, media, etc.).  

6) Do not attempt to determine, guess, or hack any forms of user authentication, including login 

credentials, passwords, security questions, etc.  

7) Do not use or attempt to use any GTS resource (including program/system accounts) other than 

what is allotted to you by GTS.  

8) Do not access or attempt to access inappropriate content using GTS resources. This includes, but 

is not limited to, materials and/or websites containing hostile, violent, or sexually offensive 

materials (e.g., pornography, hate groups/speech, etc.). Engaging in such activities using GTS 

resources may require APS to report you to law enforcement authorities immediately; 

additionally, you may become subject to corrective action, up to and including termination, as 

well as civil or criminal legal action, for participation in the aforementioned activities and those 

similar to these categories.    

9) Do not use APS GTS resources to run your own business out of the office/plant.  

10) You may access, use, or share APS proprietary information only to the extent that it is 

authorized and necessary to fulfill your assigned job duties. To that end, do not attempt to 

access any restricted GTS resource or APS information without express permission from the 

resource/information owner. Note that express permission should be obtained in writing.  

a. If, for some reason, you suddenly see information you are not sure you should have 

access to, talk with your supervisor or reach out to GTS immediately. If you do not feel 

comfortable speaking with your supervisor or GTS, use the Open-Door policy and/or 

contact HR.  

11) Be advised that any information/data on GTS resources is considered APS property, therefore, 

you should do your best not to store personal information on GTS resources – this protects you 

as well as APS.  

12) Be professional and respectful when using GTS resources to communicate with others. It is 
forbidden to use GTS resources (in any form) to libel, slander, or harass any other person. 
Actions of these sorts may lead to corrective action, up to and including, termination, as well as 
legal action.  

13) You are individually responsible for appropriate use of any and all APS GTS resources assigned to 

you and you are accountable for all use of these resources.  

14) As an authorized user of GTS resources, you are not permitted to enable unauthorized users to 

access any GTS resources.  

15) Those using GTS resources should have a limited expectation of privacy as GTS can monitor, 

access, and review all data stored within APS GTS technology resources.  

16) Users are not permitted to purchase personal domain names that might be confused with APS 

(e.g., www.autobags.com, www.apss.com, etc.). Additionally, if working on an APS-related 

website is part of your essential job function, note that GTS will register and control the domain 

and all administrative rights and passwords. 
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17) By using GTS resources (including, but not limited to, Bring-Your-Own-Devices (BYOD) that 

access APS GTS networks), you agree to comply with this and all other APS technology policies. 

Furthermore, you understand it is your responsibility to stay up-to-date on GTS technology 

changes as published or otherwise communicated in various digital and/or print media, and to 

adapt to those changes as necessary.  

Due to variations in devices and platforms, GTS may allow flexibility regarding this policy provided there 

is a legitimate business need.  For GTS to do so, you must submit a business case in writing and first 

present your request to your manager/supervisor for approval. If your manager/supervisor approves 

your request, they are then required to submit said request to GTS Leadership for final approval.  

Monitoring & Blocking  
APS reserves the right to monitor, access, and review all data stored within APS GTS technology 

resources, including that which is transmitted via its network(s). This is to ensure compliance with all 

levels of law, to confirm adherence to this policy, and to make certain that the company is not subject to 

claims of misconduct.   

Additionally, external law enforcement agencies may petition for access to APS data through legally 

binding requests. Before acting upon these requests, all such requests must be approved by APS Legal 

Counsel; information obtained from these requests may be admissible in legal proceedings as required 

by law.  

Consider the following items that are critically important regarding monitoring and blocking:  

1) GTS continually monitors all resources and networks to protect the company at all times.  

a. This is necessary to protect us all from technological threats. If you do not want 

whatever you access to be seen by GTS, do not use a GTS resource to access it. 

2) GTS blocks gaming websites and other sites that look suspicious. 

a. This is not due to misgivings about employee productivity, but rather because hackers 

are notorious for embedding malicious code (e.g., viruses, trojans, worms, etc.) into 

gaming and other such sites. Again, do not attempt to find ways around GTS security 

provisions, or to use GTS resources while not at work for gaming or to visit websites 

blocked by GTS.   

3) To be clear, gaming while at work or while using GTS resources is a violation of this policy.  

Should you accidentally click on an email or webpage that you think may have a virus or some other 

form of malicious code embedded in it, contact GTS immediately. And, rest assured that GTS is able to 

check the logs on your devices and within programs to assess whether or not you inadvertently accessed 

something in the process of completing your work.  

Additional User Responsibility  
In addition to adhering to this and all other APS policies, if you see someone violating this policy, we 

kindly ask that you remind them of this policy, or contact your supervisor, GTS, or HR about the incident.  
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The most important priority for APS is keeping resources (including people) safe. Retaliation (including 

retaliating against someone for cooperating with an investigation) is prohibited and is subject to 

corrective action, up to and including, termination and/or legal action.  

Internet Usage  
The two most salient points of APS GTS’ internet usage policy are: 

1) Limited, discretionary personal use is acceptable.  

a. Guiding Principle: Work first, browse second – period.  

2) Users are not permitted to download any unauthorized programs/software/code from the 

internet. This includes (but is not limited to): unauthorized plug-ins, browser extensions, 

programs or any type of software (including additional web browsers), code, remote access, or 

remote-control programs, etc.  

Downloading and/or installing unauthorized content from the internet is prohibited because:   

1) This can expose APS and its resources to dangerous code that could damage the business, our 

staff, and our customers.  

2) This can, in some instances, be illegal or in violation of licensing agreements.  

Email, Instant Messaging, and Other Electronic Communications  
When it comes to email, IM/chat, SMS/text, social media messaging, video conferencing, and other 

forms of electronic communication, be sure to use good judgement and do the right thing. Use these 

tools to communicate – professionally, tactfully, thoughtfully, and productively. And, keep the following 

things in mind:  

1) At all times, communicate in a professional manner using proper business etiquette (this applies 

both to internal and external electronic communications).  

a. Remember that the above guidance applies whether you are using a GTS, BYOD, and/or 

other personal technology resources, including, but not limited to, GTS networks. 

b. Remember that you represent APS when using electronic communications.  

2) APS’ Workplace Violence/Anti-harassment Policy applies to electronic communication. 

Inappropriate comments regarding race, gender, disability, sexual orientation, age, religion, etc., 

via email or other forms of electronic communication are unacceptable and will be subject to 

corrective action, up to and including termination of employment.   

3) Do not impersonate/attempt to impersonate others via email or other forms of electronic 

communication. 

4) Do not read/try to read email or other forms of electronic communication belonging to others.  

5) Do not use GTS communication resources to spread your personal opinion on or to proselytize 

to others about matters of religion, political affiliation, etc.  

6) Do not use APS GTS communication resources to break the law at any level.  

7) Do not send or forward chain letters, advertisements, inappropriate cartoons, etc. via GTS 

communication resources.  
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8) Do not copy or attempt to forge APS’ logoed email header, any APS marketing collateral, or APS 

GTS marketing collateral; instead you must receive written permission to use this APS-owned 

content. 

9) Do not misrepresent your personal opinion as that of APS, especially to external entities.  

10) Do not forward APS emails to people outside the company, especially when those emails include 

sensitive details about APS.  

a. Sensitive information includes, but is not limited to, APS trade secrets, acquisition plans, 

financial data, and supplier and customer information, etc.  

b. We understand the close relationship many of our staff members have with  

third-party vendors, and in these instances, staff should exercise good judgement when 

forwarding emails to these third parties, and should also ensure that appropriate legal 

protections (i.e., non-disclosure agreements, etc.) be in place before sharing APS 

information with external third parties.  

Remember that APS owns all tech resources, including emails, chat messages, texts, etc. Sending 

unauthorized messages to external entities (including yourself) can be considered stealing company 

property as detailed in the APS Employee Noncompetition, Noninterference and Confidentiality 

Agreement. If you need to send something externally that is outside your normal job function, you 

should obtain express permission from your supervisor or GTS before doing so.  

Hardware & Software Use  
To reiterate, all tech resources are the property of APS. Remember the following when it comes to 

software and hardware specifically:  

1) Users are not permitted to “jailbreak,” “root,” or tamper with APS-provided resources in any 

way.  

2) Due to potential security risks to APS, if you have a personal device that you’ve jailbroken, 

rooted, etc., you will not be allowed to access any APS resources using it.  

3) Users are not permitted to share software or software accounts, as this is a violation of 

copyright law and is not compliant with licensing agreements, etc. from vendors. One person 

per account; if you (or your department) need a license for a technology tool, contact your 

supervisor and then GTS to start the process of requesting a license/account.   

 

Streaming Media 
GTS advocates the use of streaming media to block out distractions, to expand your knowledge, and to 

enhance productivity at APS – not detract from it. Streaming media (e.g., YouTube, Pandora, etc.) should 

be used primarily for business purposes; you are allowed to use streaming media as long as your direct 

supervisor gives you permission to do so.  

Network Access Control 
When connecting to any APS network, be aware of the following:  
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1) Only guests are allowed to connect to the APS Guest Network.  

2) GTS will monitor bandwidth consumption to prevent the abuse of network resources.  

3) All of the following are against the rules:  

a. Setting up a router and building a private subnet.  

b. Setting up any type of information server including web, email, game, print, FTP, etc.  

c. Creating or using decentralized, peer-to-peer networks.  

d. Allowing unauthorized persons to access the network.  

e. Using the network for personal financial gain.  

f. Copying APS-owned or licensed information to another computer.  

g. Modifying or attempting to modify APS-owned or licensed information including 

software and/or data.  

h. Attempting to damage or disrupt network services.  

i. Using traffic intensive applications that may cause problems within the network or 

diluting the level of service to other users.  

j. Spoofing or masking of any APS-related information, including, but not limited to, IP 

addresses, geolocation data, personal identity, etc.   

VPN 
Our Virtual Private Network (VPN) allows employees to access the APS corporate network and GTS 

resources and data security is the primary logic behind the list of rules below. When using the VPN, 

remember the following important guidelines:  

1) When using the VPN, the same rule applies: work first, browse second.  

2) You are responsible for preventing access to any APS resources or data by unauthorized users.  

3) You are not permitted to use the VPN to connect to APS GTS resources from your personal 

computer. If you would like to connect to APS GTS resources using a personal computer, you’ll 

need to use Amazon Workspace to do so.  

4) Keep your login info (i.e., username and password, etc.) safe from everyone – including family 

members and friends.  

5) You are not permitted to use multiple VPNs at the same time.  

6) If you’re using an APS computer to access the VPN, you must make sure that the host is not 

connected to any other VPN at the same time. The only exceptions to this are:   

a. When you are connected to a personal network that is under your complete control.  

b. When you are connected to a network that is under the complete control of an 

authorized user or authorized third party. 

7) If you would like to use external resources to conduct APS business, you need to get permission 

from both your direct supervisor and GTS before you do this.  

Home Technical Support  
GTS will not provide home technical support that is not related to essential job functions. Additionally, 

users should understand that limitations to home technical support exist, simply due to third-party 
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restrictions which prevent access to troubleshooting resources. The following guidelines apply to GTS 

home technical support:  

1) GTS is not able to support your home network or internet connectivity issues unless they are 

related to your job at APS.  

2) GTS will not set up or provide support for home gaming consoles.  

3) GTS cannot support personal cell phone issues; specifically, GTS will only assist with 

troubleshooting the official Microsoft Office 365 suite of apps on BYOD devices (e.g., the official 

Outlook app, SharePoint app, Teams app, etc.).  

4) GTS will not support technical systems within personal automotive vehicles or APS-vehicles that 

are used primarily for personal purposes.  

5) GTS will not provide support for APS staff family members, relatives, etc.  

6) GTS cannot support personal cloud storage or NAS, etc.  

Skype for Business & Microsoft Teams 
Technology is about connecting people and Skype for Business, along with Microsoft Teams (referred to 

from now on as simply Skype and Teams), are the premier ways to do this. These are GTS’ exclusive 

tools for conducting online meetings/webinars/video-calling. If, for some reason, you do not have access 

to Skype and Teams and/or are using other web-conferencing tools, contact GTS immediately so that 

you can be granted appropriate access. All other video-conference-calling tools are not sanctioned by 

APS and are not supported by GTS.  

 

When it comes to Skype and Teams, keep the following in mind:  

1) Skype and Teams are only to be used for business purposes.  

2) When using Skype/Teams, users should comply with security parameters to ensure secure video 

conferencing.  

3) Remember, GTS has the ability to monitor Skype/Teams.   

4) Everything within Skype and Teams, including the call itself, is APS property.  

5) When using Skype and Teams, be professional and use etiquette as required.   

6) Users are not permitted to use Skype/Teams to solicit personal or commercial business, causes, 

outside organizations, etc.  

APS GTS Marketing Collateral  
Marketing collateral created for and/or by APS GTS may not be used under any circumstances (e.g., 

reproduction, distribution, display, etc.) without the express permission of the Director of Global 

Technology Solutions. To that end, requests to use APS GTS marketing materials must be submitted in 

writing.  

Enforcement 
Users of APS GTS resources are responsible for adhering to the provisions of this policy. All terms and 

conditions stated in this document reflect an agreement of all parties and should be governed and 
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interpreted in accordance with the aforementioned policies and procedures, as well as with all other 

APS policies.  

APS GTS will monitor for adherence to this policy and the Director of GTS will regularly review this 

policy. Any change to this policy must be approved by APS GTS Leadership, the Chief Financial Officer, or 

other groups designated as being responsible for revisions or updates (e.g., Human Resources).  

Failure to comply with any provisions of this policy may, at the full discretion of APS, result in the 

suspension of any or all technology access and resource privileges, with or without prior notice to the 

user. Employees engaged in prohibited conduct as defined in this policy are subject to corrective action, 

up to and including, termination of employment. Additionally, APS reserves the right to involve law 

enforcement (regarding international, federal, state, and local laws governing technology usage) and to 

pursue civil and/or criminal legal action, including holding individuals personally liable for damages 

(including financial damages) caused to APS by any violations of this policy. 

Revisions  
 October 12, 2018: Policy created.  

 

 

 


